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TO:  Board of Selectmen 

FROM: Lincoln Heineman, Director of Finance 

RE:  Becker Arena Products Payment Review  

              

 

 

 

In response to a request from the Board, the following recounts the Town of Hanover’s process 

in issuing, from the Parks & Recreation Revolving account, a payment to Becker Arena Products 

on October 19, 2017.  This memo is focused on the steps that led to the issuance of this payment, 

identifies the gap in procedure that led to the payment, and recommends next steps to avoid this 

type of payment in the future. 

 

 

I identified two issues with the Becker Arena Products invoice related to its receipt, approval, 

and payment.  The first issue is related to internal Finance Department processes: 

 

 The invoice in question is addressed to Build the Boards at 1 Main Street in Hanover.  

Standard Department practice is that invoices paid by the Town should always be 

addressed directly to it, rather than to another entity. 

 

The second issue is related to the Town’s Departmental Revolving Funds Bylaw: 

 

 This bylaw (Section 6-31 of the Town’s General Bylaws) specifies that the Community 

Services Director is the “The department or agency head, board, committee or officer 

authorized to spend from [the Recreation Revolving Fund].  In the case of the October 

19, 2017 payment to Becker Arena Products, this signature was not obtained.  Instead, 

Town Manager Troy Clarkson signed the invoice approving payment.  It is furthermore 

the Finance Department’s policy to require that the relevant Department Head sign off on 

every invoice before it is processed for payment.  Again, in this case that did not occur. 

 

 

The accounts payable procedures generally practiced by the Town of Hanover are sound.  A 

random review of a sampling of recent invoices indicates that all other reviewed invoices, with 

the exception of that from Becker Arena Products, were appropriately addressed to the Town of 

Hanover, and not any other entity. 

 

Furthermore, every other reviewed invoice was signed by the appropriate Department Head.  

Each invoice paid by the Town of Hanover is stamped indicating “Goods & Services Received 



and Approved for Payment,” and in every case except the Becker Arena Products invoice, the 

appropriate Department Head had signed in the attendant signature line.  Further, other fields 

stamped on every invoice paid by the Town, and that are required to be complete prior to 

payment, are fields in which to indicate the budgetary Account Number from which the invoice 

is to be paid and the unique 5-digit Vendor Number assigned to each vendor by the Town.  Of all 

the invoices that were reviewed in the random sample, in every case both of these fields were 

completed by staff. 

  

In order to avoid in the future the type of issue that was experienced with the Becker Arena 

Products invoice, I’d like to make two primary recommendations: 

 

 First, to update the Town’s Departmental Revolving Fund Bylaw to require a second 

approval for each of the Town’s 6 Revolving Funds beyond that of the relevant 

Department Head for any expenditure above a $5,000 or $10,000 threshold (depending 

on the Revolving Fund in question).  In the case of the Recreation Revolving Fund, this 

additional approval would be by a vote of the Parks & Recreation Board.  This dual 

approval would ensure that significant expenditures are approved not only by the relevant 

Department Head, but also by the relevant oversight Board (or Town Manager in the case 

of the Public Safety Vehicles Revolving Fund).  Further transparency would be achieved 

by requiring that financial information on each fund be included in the annual Town 

Report.  A copy of the proposed bylaw change that would effectuate these improvements 

is included in the draft May 2018 Annual Town Meeting warrant, and attached here. 

 

 

 Second, I recommend that the Town adopt a new Internal Control Plan codifying many of 

the existing and positive practices already followed by the Town.  For example, one 

excellent accounts payable practice presently in place is that before payment every 

invoice paid by the Town be signed by the relevant Department Head certifying four 

items: 1) that the goods and/or services were received, 2) that the amount to be paid is 

correct as specified on the invoice, 3) the specific budgetary account from which the 

invoice is to be paid, and 4) that the unique 5-digit Vendor Number assigned by the Town 

to the relevant vendor is correct.  A new Internal Control Plan would also specify, for 

example, that every invoice to be paid by the Town be addressed directly to it. 

 

Also incorporated into this new and more comprehensive Internal Control Plan could be, 

for example, other existing policies adopted by the Board of Selectmen, including the 

Tax Title Policy & Procedure and the Procurement Card Policy & Procedures. 

 

Attached here is a sample Internal Control Plan I created for the Massachusetts 

Committee for Public Counsel Services.  The accounts payable and other financial 

controls instituted by this document could be implemented in whole or in part by the 

Town of Hanover to confirm in writing the Town’s existing conformance to good 

accounts payable and other finance practices. 

 



Finally, also attached to this memo is a timeline of the events leading up to the October 19, 2017 

payment to Becker Arena Products, the contract with Becker, and specific details of the payment 

to this vendor. 































































































































































































































































ARTICLE 23. AMEND GENERAL BYLAWS - ESTABLISH AND AUTHORIZE 

 DEPARTMENTAL REVOLVING FUNDS    

To see if the Town will vote to amend the Town of Hanover General Bylaws by adding a new 

Section 6-31 to establish and authorize revolving funds for use by certain Town departments, 

boards, committees, agencies or officers under Massachusetts General Laws Chapter 44, § 

53E
1
/2, and add this section to the table of contents, or take any other action relative thereto.  

 

6-31 DEPARTMENTAL REVOLVING FUNDS 

 

1.  Purpose. This by-law establishes and authorizes revolving funds for use by Town 

departments, boards, committees, agencies or officers in connection with the operation of 

programs or activities that generate fees, charges or other receipts to support all or some of 

the expenses of those programs or activities. These revolving funds are established under 

and governed by General Laws Chapter 44, § 53E
1
/2. 

 

2.  Expenditure Limitations. A department or agency head, board, committee or officer may 

incur liabilities against and spend monies from a revolving fund established and authorized 

by this by-law without appropriation subject to the following limitations: 

 

A. Fringe benefits of full-time employees whose salaries or wages are paid from the fund 

shall also be paid from the fund. 

B. No liability shall be incurred in excess of the available balance of the fund. 

C. The total amount spent during a fiscal year shall not exceed the amount authorized by 

Town Meeting on or before July 1 of that fiscal year, or any increased amount of that 

authorization that is later approved during that fiscal year by the Board of Selectmen 

and the finance committee. 

D. Revolving Funds shall not be used for capital projects that require site plan approval 

and the permanent construction of a new structure.  This does not include the 

maintenance or replacement of equipment already in place, i.e. backstops, dugouts, 

concession buildings and playgrounds. 

 

3.  Interest.  Interest earned on monies credited to a revolving fund established by this bylaw 

shall be credited to the general fund. 

 

4. Procedures and Reports. Except as provided in General Laws Chapter 44, § 53E
1
/2 and this 

bylaw, the laws, charter provisions, bylaws, rules, regulations, policies or procedures that 

govern the receipt and custody of Town monies and the expenditure and payment of Town 

funds shall apply to the use of a revolving fund established and authorized by this bylaw. 

The Town Accountant shall include a statement on the collections credited to each fund, 

the encumbrances and expenditures charged to the fund and the balance available for 

expenditure in the regular report the town accountant provides the department, board, 

committee, agency or officer on appropriations made for its use.    

 

5. Authorized Revolving Funds. 

 

The Table establishes: 



 

A. Each revolving fund authorized for use by a Town department, board, committee, 

agency or officer, 

B. The department or agency head, board, committee or officer authorized to spend from 

each fund, 

C. The fees, charges and other monies charged and received by the department, board, 

committee, agency or officer in connection with the program or activity for which the 

fund is established that shall be credited to each fund by the Town Accountant, 

D. The expenses of the program or activity for which each fund may be used, 

E. Any restrictions or conditions on expenditures from each fund, 

F. Any reporting or other requirements that apply to each fund, and 

G. The fiscal years each fund shall operate under this by-law/ordinance.  

 

 

 

 

A B C D E F G 

Revolving  

Fund 

Spending 

Authority 

Fees, 

Charges or 

Other 

Receipts  

Credited to 

Fund 

Program or 

Activity  

Expenses 

Payable from  

Fund 

Restrictions 

or 

Conditions  

on 

Expenses 

 

Requirements

/  

Reports 

Fiscal 

Year 

LIBRARY 

Community 

Services 

Director 

Late 

Fines 

Expenditures 

may include 

salaries, 

benefits, 

facility and all 

those in 

support of 

programs 

Any 

expenditure 

over $5000 

requires 

additional 

approval of 

Library 

Trustees 

Annual 

financial 

statement of 

this fund shall 

be included in 

the Town 

Report 

Fiscal years 

that begin 

on or after 

July 1, 

2017. 

RECREATION 

FUND 

Community 

Services 

Director 

Program 

Fees 

Expenditures 

may include 

salaries, 

benefits, 

facility and all 

those in 

support of 

programs 

Any 

expenditure 

over 

$10,000 

requires 

additional  

approval of 

Park & 

Recreation 

Board 

Annual 

financial 

statement of 

this fund shall 

be included in 

the Town 

Report 

Fiscal years 

that begin 

on or after 

July 1, 

2017. 



A B C D E F G 

Revolving  

Fund 

Spending 

Authority 

Fees, 

Charges or 

Other 

Receipts  

Credited to 

Fund 

Program or 

Activity  

Expenses 

Payable from  

Fund 

Restrictions 

or 

Conditions  

on 

Expenses 

 

Requirements

/  

Reports 

Fiscal 

Year 

GATRA 

Community 

Services 

Director 

Fees related 

to 

transportatio

n programs 

Expenditures 

may include 

salaries, 

benefits, 

facility and all 

those in 

support of 

programs 

Any 

expenditure 

over $5,000 

requires 

additional 

approval of 

Council of 

Aging 

Board 

Annual 

financial 

statement of 

this fund shall 

be included in 

the Town 

Report 

Fiscal years 

that begin 

on or after 

July 1, 

2017. 

FORGE 

POND 

PARK 

Community 

Services 

Director 

Fees related 

to programs 

Expenditures 

may include 

salaries, 

benefits, 

facility and all 

those in 

support of 

programs 

Any 

expenditure 

of $5,000 

requires 

additional  

approval of 

Park & 

Recreation 

Board 

Annual 

financial 

statement of 

this fund shall 

be included in 

the Town 

Report 

Fiscal years 

that begin 

on or after 

July 1, 

2017. 

FLU 

CLINIC 

Community 

Services 

Director 

Receipts 

from 

Medicare / 

Medicaid 

Billing 

Expenditures 

may include 

salaries, 

benefits, 

facility and all 

those in 

support of 

programs 

Any 

expenditure 

over $5,000 

requires 

additional 

approval of 

Board of 

Health 

Annual 

financial 

statement of 

this fund shall 

be included in 

the Town 

Report 

Fiscal years 

that begin 

on or after 

July 1, 

2017. 

 

PUBLIC 

SAFETY 

VEHICLES 

Police 

Chief 

Proceeds 

from Sale of 

Public Safety 

Vehicles 

Furnishings, 

equipment, and 

training 

relating to 

Public Safety 

Vehicles. 

Any 

expenditure 

over 

$10,000 

requires 

additional 

approval of 

the Town 

Manager 

Annual 

financial 

statement of 

this fund shall 

be included in 

the Town 

Report 

Fiscal years 

that begin 

on or after 

July 1, 

2017. 

 

Town Manager 

Finance Director 
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Introduction 

Massachusetts General Laws Chapter 647 of the Acts of 1989, An Act Relative to Improving the Internal 

Controls within State Agencies, was passed into law on January 3, 1990 and became effective April 3, 

1990 (Appendix 1). The law establishes internal control standards that define the minimum level of 

quality acceptable for internal control systems in operation throughout the various state agencies and 

departments. Those standards are outlined below. 

A – Documentation 

The internal control policies of CPCS are clearly documented and readily available for 

examination. 

B – Transactions 

All transactions and other significant events are promptly recorded, clearly documented and 

properly classified. 

C – Authority 
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Transactions and other significant events are authorized and executed only by persons so 

designated with their signatures authorized by the chief counsel and on file in the Finance 

Department. Use of signature stamps is prohibited. Electronic signatures may be appropriate 

for certain documents, as authorized by the Chief Financial Officer.  

D – Segregation of Duties 

Essential duties and responsibilities are assigned to ensure that effective checks and balances 

exist. They include: 

1. Authorizing, approving, and recording transactions, 

2. Encumbering, 

3. Making payments, and 

4. Reviewing or auditing transactions 

E – Supervision 

The Finance Department provides continuous oversight and supervision to ensure that internal 

control compliance is achieved throughout the agency. Individual department 

managers/supervisors are responsible for internal control compliance within their departments. 

F – Access 

Access to resources and records is limited to authorized individuals as determined by the chief 

financial officer (CFO). The CFO is responsible for maintaining accountability for the custody 

and use of resources and shall assign qualified individuals for that purpose. Periodic 

comparison shall be made between the resources and the accounting records to reduce the risk 

of unauthorized use or loss and protect against waste and wrongful acts. 

In accordance with Chapter 647, Kevin Lucchetti, CPCS Chief Financial Officer, in addition to his 

regular duties, is assigned the responsibility for the CPCS Internal Controls. Mr. Lucchetti is CPCS’ 

Internal Control Officer. The Internal Control Officer’s organizational responsibilities include the 

following: 

 Have available on file written documentation of CPCS’ internal accounting and administrative 

control system for review by the State Comptroller's Office, and the Office of the State Auditor, 

 Evaluate the effectiveness of CPCS’ internal control system at least annually, more often if 

conditions warrant. At that time, establish and implement any changes necessary to ensure the 

continued integrity of the system, 

 Evaluate the results of audits and recommendations to improve departmental internal 

controls promptly, 

 Implement timely and appropriate corrective actions in response to an audit, and 
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 Immediately report all variances, losses, shortages, or thefts of funds or property to the Office 

of the State Auditor. The statute specifically requires this action. 

Internal Controls: An Overview 

Internal Controls are the structure, policies and procedures used to ensure CPCS accomplishes its 

objectives and meet its responsibilities. It is a process guided by management, designed to provide 

reasonable assurance in the following categories: 

 Effectiveness and efficiency of operations 

 Reliability of financial reporting 

 Compliance with Committee policy 

 Compliance with applicable state and federal laws and regulations, and 

 Safeguarding CPCS assets and resources 

There are three levels of controls: 

Level 1: CPCS Internal Control Plan, Personnel Policies and other Committee Policies 

Level 2:  CPCS Guidelines 

Level 3: Individual Department/Division Internal Procedures 

 

The CPCS Mission Statement and Values appears in Appendix 2. CPCS’ Strategic Planning Initiatives are 

in (Appendix 3). 

It is the role of management to provide the leadership needed for CPCS to achieve its goals and 

objectives. This Internal Control Plan is a coordinated set of policies designed to achieve these goals 

and general financial management objectives. 

Throughout this document, any items in italics indicate the policy is awaiting implementation. 

Administrative and Fiscal Controls 

The design and evaluation of controls over accounting and financial reporting is made more 

manageable by grouping similar or related activities into what are commonly referred to as “control 

activities.” This approach also provides a logical framework and underscores the relationships that 

exist among the many control-related policies and procedures. 

Control activities at CPCS are defined by business processes. Most control cycles have the following 

sections: Introduction, Responsible Director, Segregation of Duties, Signature Authorization and 

Policy/Procedures. Segregation of Duties provides reasonable assurance that no one individual will 

control a fiscal activity. Signature Authorization provides reasonable assurance that individuals who 

obligate the agency or receive funds on behalf of the agency are duly authorized. All signatures must be 

wet or electronic if specifically authorized by the Chief Financial Officer. Signature stamps are not 

permitted. If an individual is not authorized to sign, s/he must find someone who is. 
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Control Environment 

CPCS provides for discipline and structure to promote integrity and ethical values to staff at all levels 

for the purpose of attaining its objectives and meeting its responsibilities. 

 

1. The CPCS performs financial management on the state’s official systems.  

2. CPCS has an audit and oversight function for attorney and court cost payments. 

3. CPCS maintains up-to-date job descriptions for all staff. 

4. Current Finance, Human Resources, Information Technology and Audit and Oversight 

Department organization charts are available in Appendix 4, which identify authority and 

responsibility and appropriate lines of reporting. The CPCS Agency Organization Chart appears 

in Appendix 5. 

5. The CPCS Hiring Guide Best Practices provides the standard hiring policies for legal and 

non-legal employees. The goal is to have employees properly trained for their responsibilities. 

6. CPCS has a Personnel Policies Manual, which includes employee performance 

evaluation requirements. It is reviewed annually. 

7. The organization has established a budgetary control process. 
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Section 1 Expenditure  Approval and Budget Management   

 

1. I.   Introduction 

Budgets are required for all appropriated and other funds. Each budget will support the Committee’s Core 

equal justice and human dignity, rights of individuals and just public policy to protect the rights of mission of 

all. See full statement in Appendix 2 and Strategic Planning Initiatives in Appendix 3.  

        

The developments of the budgets receive input from the Senior Management Team, and are presented to the 

Committee for approval by the Chief Counsel and Chief Financial Officer (CFO). 

It is the expectation of CPCS that the annual operating budget represent an expenditure level that is fully 

supported by the current fiscal year appropriations and other revenues; however, this is not the 

experience.  M.G.L. Ch. 211D requires that CPCS represent all indigent people that are assigned counsel 

by the courts.  The fiscal year appropriation has not supported these assignments fully in past years. 

However, the supplemental budget has always supported these assignments. 

Spending for all appropriations is managed on the Commonwealth’s Accounting System in accordance 

with federal and state laws and Comptroller regulation. 

  

1. II.  Chief Financial Officer 

The Chief Financial Officer oversees the budget process and manages the outcome.  

1. III.  Segregation of Duties 

All expenditures must be approved by the division/department head or designee within agency.  Monthly 

review and predictive reports by the Accounting Unit will confirm that all divisions and departments are 

spending within the budget.  

1. IV.   Signature Authorization  

All obligations and expenditures are properly documented in accordance with the CPCS Department 

Head Signature Authorization form on file with the Comptroller’s Office.  

1. The Chief Counsel, General Counsel and Chief Financial Officer have signatory authority for all 

documents. 
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 The Chief Financial Officer will recommend to the Chief Counsel the level of signatory authority 2.

for the Finance Director, Accounts Payable Director and Accounting Supervisor.   

1. V.  Policy 

Currently, CPCS budgets most funds at the agency level. All management of resources is done centrally. The 

goal of CPCS is to budget personnel at the division/department level. 

This will support the reallocation of resources in the Strategic Planning Initiatives in Appendix 3.   
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Section 2  Revenue,  Grants, Accounts Receivable and Cash Receipts     

2. I.   Introduction 

This policy establishes revenue, grants, accounts receivable and cash receipts procedures that shall be 

followed by all CPCS staff in accordance with M.G.L. c. 7A and c. 29; comptroller regulations, policies and 

procedures. The goals of this policy are:  

 

• To define uniform procedures to manage external revenue and receipts.  

• To ensure the resources of CPCS are managed properly. 

 

The CPCS primary revenue streams are: state appropriations, training funds from private bar attorneys and 

federal grants. All external grant applications are approved by the Division/Department Head and the Chief 

Financial Officer prior to submittal.  

All cash receipts, regardless of source, must be recorded in the state accounting system, and deposited in a 

state treasurer’s office approved bank account. Cash receipts include currency, checks, credit card receipts 

and electronic funds transfer.  

2. II.  Chief Financial Officer 

The Chief Financial Officer oversees the Accounting Unit.  All revenue, accounts receivable and grants are 

processed and managed in the Accounting Unit.  

2. III.  Segregation of Duties 

 segregated from maintaining The responsibilities for collecting, controlling and depositing funds are

accounting records and monthly reconciliations. The former is processed by the Accounting Unit and the 

monthly reconciliation is handled by the Finance Director.  Responsibilities for cash receipts are 

segregated from those for cash disbursements. 

Grants are initiated by the divisions/departments and approved by the Chief Financial Officer. 

2. IV.   Signature Authorization  

Authorization to receive cash, balance it to the reported collections and sign the deposit slip is properly 

documented in accordance with the CPCS Department Head Signature Authorization form on file with 

the Comptroller’s Office.  

1. The Chief Counsel, General Counsel and Chief Financial Officer have signatory authority for 

all documents. 
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 The Chief Financial Officer will recommend to the Chief Counsel the level of signatory 2.

authority for the Finance Director and Accounting Supervisor.   

2.  V.  Policy 

Cash Receipt Procedures 

A. All receipts collected in a department before 3pm must be deposited daily at the 

bank. Receipts collected after 3pm are to be secured within the Accounting Unit 

and deposited with the following day’s receipts. 

B. Cash receipts are accounted for by the Accounting Unit and balanced to reported 

collections on a daily basis. 

C. The record of reported daily collections must be reconciled to the State 

Accounting System reports by the Finance Director on a monthly basis.  

D. These two activities in B and C above are segregated. 

Grants 

All grants are acquired, expended and monitored in accordance with the grant agreement and 

Comptroller federal grant guidance and policies, Title 2 CFR Subtitle A, Part 200 Uniform Code, and 

the Common Rule. The Comptroller’s Office is notified when a grant is applied for and appropriate 

documentation is processed through that office to establish grant information in MMARS. All grants 

are reconciled in accordance with CTR regulations. The Accounting Unit files the federal quarterly 

reporting requirements, and the grants manager files the CTR semi-annual performance reporting 

with a copy to the Accounting Unit.  

 

CPCS awards grants to other state agencies. These sub recipients are awarded through 

Interdepartmental Service Agreements (ISA) in accordance with CTR forms and regulations. All sub 

recipients grants are initiated in the divisions/departments and signed by the CFO prior to submitting 

to the Comptroller’s Office for approval. Sub recipients are required to provide performance data to 

the CPCS grants manager for semi-annual reporting. CPCS verifies compliance of sub recipients 

through warehouse queries to validate expenditures.  
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Section 3    Procurement    

 

3. I.  Introduction 

 

This policy establishes procurement procedures that shall be followed by all CPCS staff in accordance 

with M.G.L. c. 7A and c. 29; comptroller regulations, policies and procedures, when procuring goods and 

services. The goals of this policy are:  

 

• To define uniform procurement procedures to promote competition.  

• To minimize the burden on administrative resources and expedite routine purchases. 

• To achieve timely performance and best value for CPCS and the taxpayers of the 

Commonwealth.  

• To ensure heightened scrutiny of larger expenditures. 

 

CPCS is a judicial branch agency exempt from G.L. c.7, §22, c.30, §51, and c.30, §52.  In the interest of 

optimizing the use of available funds and applying best business practices, CPCS conducts procurements 

consistent with this policy which has been developed consistent with the goals of and written with 

guidance from 801 CMR 21.00 and the Rules of the Procurement Information Center (PIC).  To the 

extent practical, CPCS will utilize vendors with a Commonwealth Master Service Agreement when such 

vendors offer the best value.     

All obligations greater than or equal to $10,000 will utilize a Standard Commonwealth Contract Form.    

 

If the procurement exceeding $10,000 does not require a Standard Commonwealth Contract Form 

pursuant to the Expenditure Classification Handbook issued by the State Comptroller, the contract will be 

in the form of: 

 

• Statement of Work (SOW) for services, or Purchase Order (PO) for goods, or 

•  A list of recurring annual obligations for utilities, office machine maintenance, software 

licenses, dues, memberships, subscriptions and other routine expenses.   

 

3. II.  Chief Procurement Officer  

 

The CFO shall serve as CPCS’ Chief Procurement Officer (CPO). The CPO is responsible for overseeing 

all procurements and maintaining procurement records. The CPO may delegate specific procurement 

functions to other staff but shall remain responsible for all procurements.  For example, IT procurements 

may be delegated to appropriate IT staff, phone procurements to the head of Facilities, etc.  A delegation 

can be specific and limited to a particular purchase or class of purchases, or it can be more general. Any 

delegation of the CPO’s responsibilities, and any amendment or revocation of a delegation, must be in 

writing and signed by the CPO. 

 

 

 

3. III.  Segregation of Duties  
 

Procurement duties are segregated from the approval of payments.  

 

 

3. IV.  Signature Authorization 
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Authorization to sign contracts is properly documented in accordance with the CPCS Department 

Head Signature Authorization form on file with the Comptroller’s Office.  

1. The Chief Counsel, General Counsel and Chief Financial Officer have signatory authority for 

all documents. 

2. The Chief Financial Officer will recommend to the Chief Counsel the level of signatory 

authority for the Finance Director.  

      

      3.  V.   Policy-Procuring Goods and Services  

  

a.) Expenditure Thresholds  

 

i. For expenditures under $10,000 procurement staff shall apply sound business 

practices.  “Sound business practices” are defined as ensuring the receipt of a 

favorable price by periodically soliciting price lists or quotes.  While this does not 

require a formal competitive bidding process, it does require staff to ensure they have 

received the needed quality of goods and services at a reasonable price.     

 

ii. For contracts  between $10,000 and $50,000, procurement staff shall document 

quotations from not fewer than 3 vendors providing the good or service and award 

the contract to the responsible vendor offering the best value for the good or service 

required or utilize a vendor with a Commonwealth Master Service Agreement.  These 

contracts are signed by the CFO, General Counsel or Chief Counsel. 

 

iii. For contracts exceeding $50,000, procurement staff shall seek proposals through a 

competitive bid process by issuing an invitation for bid (IFB) or a request for 

proposal (RFP) or utilize a vendor with a Commonwealth Master Service Agreement. 

In the bid process, the contract is awarded to the bidder who meets specifications and 

offers the best value.  Bids shall be made through use of the state’s procurement 

website COMMBUYS.  These contracts are signed by the Chief Counsel.  

 

b.) Contracts Requiring Committee Approval  

 

• All contracts in the amount of $25,000 and above shall be submitted to the full Committee for 

approval.  This shall include contract amendments that cause a contract to exceed $25,000. 
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c.) Contracts Reported to the Committee 

 

• The Chief Financial Officer shall report all procurements greater than $10,000 to the 

Committee at their regular monthly meeting for the prior month. The report shall include: 

vendor name, goods or service purchased and the maximum obligation of the purchase. This 

will inform the Committee of the financial commitments of the agency on an ongoing basis. 

The report will be cumulative for the fiscal year. 

 

d.) Pre-Approval of Spending 

 

• The Chief Financial Officer may seek pre-approval from the Committee to cover anticipated 

spending for the fiscal year when s/he reasonably believes that spending will exceed the 

approval threshold in (b) above.  In the event that actual spending exceeds the pre-approved 

estimated amount, further approval is not required and actual spending will be reported 

monthly to the Committee in keeping (c) above. 

 

 e.) Monitoring  

 

All contracts are: 

 

• Monitored on a periodic basis by the project manager to determine that contractors are 

providing goods and services and are in compliance with all contractual obligations.  

 

• Monitored by the CFO or designee on a post audit basis to verify that proper approvals for 

receipt of goods and services are included and that all charges have been properly applied.  

 

 

3. VI.   Exceptions to the Competitive Procurement Process 

 

A competitive procurement is required for the acquisition of any commodity or service of $10,000 or 

above as provided by s. III unless the procurement qualifies as a competitive procurement exception 

under this policy.  

 

If one of the following nine (9) conditions exist, a competitive procurement is not required; 

 

1. Legislative Exemptions or Legal Restrictions  

 

Sometimes the funding source (the state legislature or the federal government) will exempt a 

department from the competitive procurement requirements through the enactment of a general or 
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special law. A legislative exemption may recognize, through statute or line item, a unique business 

relationship that it desires the agency to pursue or may specifically name the contractor that may be 

awarded a contract.  

 

A similar arrangement may be required through a legal prohibition such as a court order or 

contractual obligation, i.e., a requirement to use a named vendor for maintenance or else the warranty 

will be revoked.  A copy of the legislative language, court order, or other language authorizing or 

supporting the exemption must be included as part of the contract. 

 

2. Emergency Contracts 

 

Unforeseen circumstances may require CPCS to procure commodities or services on an emergency 

basis and prior to Committee approval. Some reasons for emergency procurements include: 

 

• The avoidance of harm to the agency or clients 

 

• The provision of mandated services 

 

• The provision of services or commodities for the health, welfare or safety of persons 

 

• The prevention of property damage 

 

Whenever possible and when required under s. III (a) herein, procurement staff should secure 

competitive prices or quotes for any emergency procurement. 

 

Emergency expenditures of $25,000 and above made prior to Committee approval must be 

subsequently presented to the Executive Committee and reported to the Committee.  

 

An emergency procurement should only be for the period necessary to alleviate the immediate risk of 

harm, damage or danger. Procurement staff are cautioned that extending emergency contracts to 

include other items that are not related to the immediate solution of the emergency is not appropriate. 

For example, an emergency contract to repair or replace a broken pipe should not be extended to 

include fixing other pipes or plumbing unrelated to the emergency or which present no emergency 

threat. Non-emergency goods and services need to be covered under a standard competitive 

procurement. 

 

Procurement staff should, when applicable, execute the appropriate version of the Commonwealth 

Terms and Conditions as well as a Standard Contract Form as soon as possible after the need for the 

emergency commodity or service has arisen. 

 

Note: OSD has compiled a reference guide of existing statewide contracts that could be used in an 

emergency that requires a specific commodity or service. That booklet, Emergency Response 

Supplies, Services and Equipment, is available on OSD's website under Publications and Reports. 
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3. Collective Purchasing  

 

Opportunities for maximizing the value of a procurement are available through “teaming” with other 

public entities in the procurement process. Under this competitive procurement exception, 

procurement staff may execute a contract for the provision of commodities or services when an 

existing contract has already been established by federal agencies, other states or any other public 

entity. 

 

Collective purchasing with other states, federal agencies or any other public entity requires that prior 

to any acquisition of a commodity or service under this collective purchase option, OSD should be 

consulted to confirm and identify those contracts that may be used by departments. In order to use the 

collective purchase exception, procurement staff may be asked to conduct a due diligence review and 

post a notice on COMMBUYS when it intends to join a procurement or contract already established 

by a federal agency, another state or any other public entity. 

 

Due diligence and the decision to use the collective purchase exception must be based on research 

documenting that the procurement is consistent with the requirements of M.G.L. Chapter 7, sections 

22 and 22A and M.G.L. Chapter 30, sections 51 and 52, that it is fair, open and competitive, and that 

the contract terms (including price terms) represent best value to the department. Research should 

also determine whether the procuring entity (federal, state or other public entity) complied with any 

posting requirements. In addition, procurement staff must create and maintain a procurement file, as 

is required for all procurements, which includes documentation on all due diligence activities and 

instructions regarding use of the collective purchase contracts. 

 

4. Interim Contracts  

 

Interim contracts are permitted when either (1) an existing contract has been terminated or (2) the 

existing contract will end but the new procurement has not yet been completed.  Under either scenario 

described below, procurement staff may be faced with an interruption in performance, thereby 

necessitating an interim contract. 

 

• Early Termination of an Existing Contract: When an existing contract has been terminated 

prior to its expiration, a procurement staff may approach the pool of bidders who submitted 

responses under the original procurement. CPCS may offer a contract for full or part 

performance to the bidder that submitted the next best value response. 

 

The contract offer is limited by the contents of the original solicitation and the bidder’s 

original response for the remaining duration of the original procurement. If the bidder is 

willing to negotiate within the scope of the original procurement, procurement staff may 

execute a contract with the bidder.  
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If a bidder does not want the contract or wants to substantially change the original response to 

increase prices, procurement staff may go to the next highest scoring bidder. If a contract 

can't be negotiated with the original pool of bidders, it should proceed with a competitive 

procurement (unless the lapse would create an emergency situation). 

 

• Interim Contracts Due to a Delay in a New Procurement: Interim contracts may also be used 

to prevent a lapse in performance when a procurement staff has commenced a new 

competitive procurement, prior to the termination date of an expiring contract, but has not yet 

completed the procurement. This interim contract period should not exceed three months. The 

procurement file should contain documentation that the procurement was commenced timely 

and that the delay was unforeseen and legitimate. Quality Assurance reviews interim contract 

procurement files to ensure compliance with these requirements. 

 

5. Contract employees 

 

When CPCS requires the services of an individual, it must determine if the service qualifies as a 

competitive procurement exception (contract employee) or is subject to a competitive procurement 

(independent contractor).  

 

In order to make this determination, procurement staff must adhere to M.G.L. c. 149, s. 148B, which 

contains the three-part test summarized below. A worker is a contract employee (exception) unless: 

 

• The individual is free from control and direction in connection with the performance of the 

service, both under the contract for the performance of service and in fact; 

 

• The service is performed outside the usual course of the business of the employer; and 

 

• The individual is customarily engaged in an independently established trade, occupation, 

profession or business of the same nature as that involved in the service performed. 

 

6. Private Counsel Division Bar Advocate Program Contracts   

 

In order to fulfill its mission and in keeping with c. 211D, CPCS contracts with Bar Advocate 

Programs. 

 

• Bar Advocate Program contracts are negotiated, prepared, and monitored by the Director of 

Criminal Trial Support to determine that contractors are providing the services stated in the 
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contract.  The presentation to the Committee will include the selection process utilized by 

staff. 

 

• Notwithstanding this exemption, all such contracts may be competitively bid at the discretion 

of the Chief Counsel or his designee.   

 

7. Attorneys, Experts and other Professional Service Providers   

 

CPCS procures the services of attorneys, firms, experts, consultants, facilitators, trainers and others to 

provide services to assigned counsel as well as CPCS management and staff at all levels. 

 

• Notwithstanding this exemption, all such professional service procurements may be 

competitively bid at the discretion of the Chief Counsel or his designee.  In the event that 

Committee approval is required, the presentation to the Committee will include the selection 

process utilized by staff. 

 

8. Information Technology Systems   

 

CPCS has certain unique IT needs and is required to maintain certain software licenses and legacy 

systems and procure certain support services from IT vendors necessary to maintain, secure, update, 

and troubleshoot, its IT systems.  This exemption does not include hardware and software purchases 

that would be typical for any state agency, nor does it include any contract for the development of any 

new software or system. It is limited to those unique IT goods and services necessary for CPCS to 

operate and maintain the existing infrastructure and applications; however it does not constitute a 

general exemption for IT procurements.        

 

• Notwithstanding this exemption, all such IT procurements may be competitively bid at the 

discretion of the Chief Counsel or his designee.  In the event that Committee approval is 

required, the presentation to the Committee will include the selection process utilized by 

staff. 
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Section 4   Accounts Payable    

4. I.    Introduction 

This policy establishes vendor and payment procedures that shall be followed by all CPCS staff in 

accordance with M.G.L. c. 7A and c. 29; comptroller regulations, policies and procedures, when making 

payments. The goals of this policy are:  

 

• To define uniform vendor and payment procedures to review and process all vendor bills 

and employee requests for reimbursement in an efficient, accurate and timely manner 

• To minimize the burden on administrative resources and expedite routine payments. 

• To ensure heightened scrutiny of larger expenditures. 

 

To achieve these goals, the Accounts Payable Unit has developed and implemented Internal Controls 

designed to segregate duties and perform appropriate reviews and approvals of data entry and expenditure 

transactions in accordance with the State Comptroller's regulations and State Finance Law. Significant 

use of automated controls augments manual review. 

All payments are made pursuant to the Expenditure Classification Handbook issued by the State 

Comptroller.  

 

4. II   The Chief Financial Officer (CFO) 

The Chief Financial Officer oversees the Accounts Payable Unit. The CFO is responsible for all vendor 

and payment records. 

The Accounts Payable Director manages the Accounts Payable (AP) Unit, which is responsible for 

processing all payments for approximately 5,500 vendors.  

4. III.    Segregation of Duties 

Segregation of duties provides reasonable assurance that no one individual will control a fiscal 

transaction.  

A. Segregation of duties for disbursing funds is accomplished as follows:  

1. Requisitioning, encumbering and receiving functions are segregated from the invoice 

processing and accounts payable functions.  

2. Only members of the Vendor Relations Group can enter and update vendors in MMARS. 

3. Only members of the Payments Group can process and enter payments in MMARS. 

4. Accounts Payable staff cannot override budget/encumbrance errors (allotments, 

encumbrances, transfers between subsidiaries). The Accounts Payable Director and the 

Finance Director must resolve budget errors. 

5. The Chief Financial Officer handles all transfers within appropriation accounts.    

6. The Accounts Payable Director approves payment batch interfaces. In the absence of the 

Accounts Payable Director, the Finance Director approves the batches.   

4. IV.   Signature Authorization 
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Signature authorization provides reasonable assurance that individuals who obligate the agency or 

receive funds on behalf of the agency are duly authorized. All signatures must be wet or electronic 

signatures in accordance with this document.  Signature stamps are not permitted. If an individual is 

not authorized to sign, s/he must find someone who is.  

All expenditures identified in this document are properly authorized in accordance with the CPCS 

Department Head Signature Authorization form on file with the Comptroller’s Office.  

1.  The Chief Counsel, General Counsel and Chief Financial Officer have signatory authority 

for all documents. 

2.  The Chief Financial Officer will recommend to the Chief Counsel the level of signatory 

authority for the Finance Director, Accounts Payable Director, Payments Supervisor and 

Vendor Relations Supervisor.   

3. Extraordinary employee reimbursement expenses (excluding mileage, tolls, parking and 

public transportation) must be authorized in advance by the employee’s 

supervisor/department head. This authorization must be in writing/email. 

4. Non-travel employee expense reimbursements must be authorized in advance by the 

employee’s supervisor/department head. This authorization must be in writing/email. 

Expenses exceeding a certain amount must receive prior budgetary/finance approval.  

5. Employees may not authorize or approve their own expense reimbursements. 

6. Employees may not authorize or approve their supervisor’s expense reimbursements. 

 

4. V. Policy 

 

The Accounts Payable Unit processes vendors and payments for private attorney services, court costs, 

goods and services for agency business, and employee reimbursements for travel and other authorized 

expenses.  

A. The goal for vendor additions and modifications in MMARS is within 10 business days of 

receipt by the AP Unit. Additions or changes to a vendor’s information are handled by the 

Vendor Relations Group. A completed Massachusetts Substitute W-9 Form and EFT Add Update 

Form are required. 

B. Vendors who do business with CPCS agree to abide by the Commonwealth of Massachusetts’ 

and CPCS’s purchasing/payment guidelines. 

C. All vendors should be on EFT. EFT is mandatory for all new vendors, except under extraordinary 

circumstances as approved by the Accounts Payable Director and allowed by Comptroller Policy. 

D. Vendors are responsible for promptly informing CPCS of any changes to their address or other 

contact information, through a Massachusetts Substitute W-9 Form sent by paper mail to the AP 

Unit.  

E. Payments are scheduled for disbursement in accordance with Comptroller Accounts Payable 

policy.  On a post-audit basis, the Accounts Payable Director reviews all payments above a 

certain dollar threshold and validates that vendors/payments are in accordance with established 

rules.  
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F. Payment processing timeliness is monitored by reviewing reports and systems, and issuing an 

update to the CFO monthly.   

G. Billing policies and procedures are available for vendors on the agency website. 

H. Notices of changes to policy or procedure are issued to all Accounts Payable staff, and updated 

on the agency website. 

I. It is the Accounts Payable Unit’s responsibility to: 

1. Process invoices that are in good order in accordance with this document. 

2. Ensure staff is cross-trained to provide consistency of service. 

3. Ensure MMARS is reviewed daily by the AP Unit to correct any rejected or held documents. 

4. Review Accounts Payable procedures annually. 

The Chief Financial Officer, along with the Finance Director, regularly reviews the status of all 

appropriated and non-appropriated accounts to ensure that funds are available for all invoices. 

Agency Business Payments  

Agency business payments are for those goods and services that are required to operate the agency, such 

as general office supplies and equipment, IT software and equipment, and employee training. 

A. CPCS makes these payments using:  

1. purchase orders/requisitions and their associated invoice(s),  

2. non-purchase order documents, such as utilities and leases, 

3. electronic invoices with supporting documentation, and 

4. payment vouchers. 

B. The goal of CPCS is to process invoices in good order within 10 business days of receipt by 

the agency.  These payments include: 

1. utility payments, 

2. Bar Advocate Programs, 

3. service agreements, 

4. grant payments, 

5. Board of Bar Overseers fees, 

6. information technology, and 

7. all other non-payroll, non-private attorney, and non-court cost expenses. 

C. These payments are charged to expenditure categories in accordance with the Comptroller’s 

policy.    

D. Vendor Responsibilities 

1. Vendors are expected to remit invoices directly to the CPCS Accounts Payable Unit via 

electronic invoice.  

2. Vendors must ensure that the purchase order number, invoice number, and account 

number are accurately identified on all invoices. 

E. Department Responsibilities  
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1. All purchases of goods and services must be approved by the Finance Department prior 

to ordering unless within a previously approved budget.  

2. If a vendor sends an invoice directly to a CPCS department, it must be date stamped and 

electronically forwarded immediately to the Accounts Payable Unit. 

3. Departments must verify that the goods and services received are the goods and services 

that were ordered, that these goods and services are satisfactory, and that this information 

is confirmed in writing to the AP Unit.  

4. Departments must notify the Accounts Payable Unit via email if a purchase is returned to 

the vendor for any reason so that the vendor is not paid for the purchase. This should be 

done in keeping with the vendor’s return policy.   

F. Accounts Payable Unit Responsibilities 

1. Agency business invoices for unaccepted goods/services or goods/services that have not 

been received should be returned to the vendor within 15 days, explaining the reason to 

the vendor.   

2. Ensure that the invoice and purchase order match in price and quantity (within allowable 

tolerances) before payment is made. Receipt of goods is confirmed before payment.  

3. Ensure that the name or vendor code on the invoice matches the name on the purchase 

order as payment can only be made to the vendor listed on the purchase order. 

4. Ensure that the address on agency business invoices matches an active address on the 

MMARS vendor file. 

5. Date stamp all invoices (system date for electronic invoices and regular date stamp for 

paper invoices). 

6. Ensure that completed invoices are scheduled for payment within 45 days (depending on 

the Comptroller’s Policy) from the electronic invoice receipt date, the invoice receipt date 

at any agency location, or from the service date.  Prompt pay discounts are taken when 

available. 

7. Purchase orders should be finalized (and liquidated/closed if necessary) within 60 days of 

final acceptance by the Accounting Supervisor. 

8. The Payments Group reviews relevant invoice and other documentation to ensure that the 

good or service has been received.  

9. In order for a payment to process, MMARS ensures there is an approved vendor, an 

encumbrance and an allotment.   

  

Travel and other Employee Reimbursements 

     Payments for employee reimbursements are paid through the payroll system. 

A. Employee Responsibilities 

1. Employees must complete the Employee Reimbursement Form at least monthly for their 

supervisor’s approval and submit electronically to the AP unit.  

 

B. Accounts Payable Unit Responsibilities 
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1. Ensure that all reimbursements to employees for travel and other authorized expenses are 

processed and ready to be entered in HRCMS.  

2.  All reimbursement requests from employees are electronically date stamped.  

3.   All routine travel is reviewed and approved by the employee’s supervisor in accordance with 

AP procedures.   

4.   The Payments Group reviews Employee Reimbursement Expense Reports in accordance with 

the CPCS Personnel Policies Manual.  

5.   Travel expenses for attendance at a conference or seminar are approved in writing by the 

employee’s supervisor, the training director, and the division head. 

6.   Out-of-state travel reimbursements exceeding $150.00 are approved in writing by the 

employee’s supervisor, the CFO/designee, and the division head prior to travel. 

7.   Payments for travel expenses for attendance at conferences and seminars or out-of-state travel 

must be authorized by the Accounts Payable Director. 

8.   Post-audit of expense reimbursements is performed. 

    

C.  Dynacash Checking Account 

 The Dynacash checking account is for emergency payroll expenditures.  The CFO authorizes all 

checks from this checking account.  It is also a positive pay system.   

 There is a monthly review of checks to ensure that all have been cashed.  If a check remains 

uncashed it will be forwarded to the Unpaid Check Fund in accordance with the State Treasurer’s 

procedures.  

 

Procurement Cards (P-Cards) 

Procurement cards are a payment method that is important to the smooth functioning of the agency. There 

are a limited number of cards, and they are used in compliance with the Commonwealth Procurement 

Card Program Policy and Procedure.  Cards must be approved by the Chief Financial Officer.  There is a 

dollar limit per person per payment cycle, and the cards are reviewed annually by the CFO.  

The CFO must notify the Comptroller’s Office when a P-Card holder leaves CPCS, or is no longer 

authorized to have a P-Card.  

A. Card Holders’ Responsibilities 

1. Card holders must use the P-Card in accordance with CPCS policy.  

2. Card holders must submit documentation of purchases monthly in accordance with Accounts 

Payable procedure.  

B. Accounts Payable Unit Responsibilities 

1. Reconciliation of the P-Card statement monthly 

2. Payment of the P-Card statement monthly 

Private Attorney Invoices  

The goal of CPCS is to process these invoices received in good order within 6 business days of receipt 

by the AP Unit.  
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A. These payments include electronic payment requests from private attorneys for legal services 

(Ebills). 

B. These payments are charged to expenditure categories in accordance with the Comptroller’s 

policy.  

C. Vendor Responsibilities  

Private bar attorneys must remit invoices through the Ebill system on the CPCS website. 

D. Department Responsibilities  

If a vendor sends an invoice directly to a CPCS department, it must be date stamped and 

electronically forwarded immediately to the Accounts Payable Unit. 

E. Accounts Payable Responsibilities  

1.  Changes to attorney billing policies or rates are communicated via Ebill, and are in accordance 

with the law and CPCS policy.  

2. All invoices are date stamped. Most of invoices are electronically date stamped.   

3. Paralegal, Associate, and Supervising and Mentor Attorney bills receive manual review by 

the Payments Group.  

F. Automated Controls 

Attorney payments are processed through Ebill.  An internal program runs a series of checks 

ensuring that:  

1. The charges are in CPCS’s scope (i.e. there is the possibility of incarceration or the client 

otherwise has the right to legal representation),  

2. attorney is within caseload limits, 

3. attorney is certified for type of case noted,  

4. attorney has current insurance information on file,  

5. attorney is not suspended,  

6. assignment is current, and  

7. Ebills, received after required deadlines, are automatically reduced by 10% or not paid. 

There is an appeal process. 

 

A program generates reports summarizing data processed; it also generates attorney notification 

letters regarding problems found. 

In order for a payment to process, MMARS ensures there is an approved vendor, an 

encumbrance, and allotment.   
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Court Cost Invoices 

The goal is to process invoices to all vendors paid from 0321-1520, the Indigent Court Cost Account, 

(ICCA) that are received in good order within 25 business days of receipt by CPCS. 

A. These payments are charged to expenditure categories in accordance with the Comptroller’s 

policy.    

B. Vendor Responsibilities  

Vendors paid through the ICCA must remit invoices through the Ebill or Vbill system, or 

as otherwise directed by CPCS, and send any required supporting documentation to the 

Accounts Payable Unit.  

C. Department Responsibilities  

1. If a vendor sends an invoice directly to a CPCS department, it must be date stamped and 

electronically forwarded immediately to the Accounts Payable Unit. 

2. Staff attorneys must review and approve/disapprove Vbills submitted for their cases.  

D. Accounts Payable Unit Responsibilities  

1. Changes to attorney and court cost billing policies or rates are communicated via Vbill, 

and are in accordance with the law and CPCS policy.  

2. Date stamp all invoices (system date for electronic invoices and regular date stamp for 

paper invoices). 

3. Payments Group members ensure that: 

a. Proof of client’s indigency is provided, 

b. Invoice is affiliated with a court-approved motion, where applicable, 

c. Vendor rate is correct 

d. The type of service matches the vendor’s approved expertise 

e. Confirm that vendor time records match Vbill, and 

f. Services are within the scope of the Indigent Court Cost Fund. 

 

E. Automated Controls 

Most court cost payments are processed through Vbill.  In addition to manual reviews, 

internal programs run a series of checks ensuring that: 

1. Only experts that have been approved for payment purposes by CPCS are paid, and 

2. Where applicable, vendors are only paid up to the amount allowed by the court. 

 Mitigation of Potential Risks for Vendors and Payments 

A. Ensure adequate funding for agency constitutional mandate: 

• Manage and report obligations monthly to the Committee and legislature, 

• Once appropriations are available, process payments as efficiently as possible. 

B. Ensure adequate training of staff: 

• Document processes for accounts payable unit and review semiannually with staff and as 

part of orientation for new AP staff, 

a. Include required documentation for individual transaction types.   
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• Offer AP staff at least two trainings per year, 

• Cross train staff semiannually to handle different transactions when needed.  

C. Ensure Business Continuity: 

• Create and annually review the AP business continuity plan, and consider: 

a. the building being unavailable, 

b. the connection to the Commonwealth’s server being down, 

c. a major illness in the unit. 

d. an appropriation being signed on a Saturday. 

D. Ensure against vendor fraud for agency business: 

• A CPCS staff member must certify receipt of goods and services. 

• A purchase order and encumbrance is required for all goods and most services.  

• Billing guidelines are stated in the purchase order or other contract.  

• Each invoice is reviewed for accuracy and matched to the purchase order or other 

contract. 

• All agency business bills totaling $5,000 and greater are reviewed and signed by 

Accounts Payable Director prior to payment.  

E. Ensure against external fraud of the Ebill or Vbill systems: 

• Security access is a combination of email address, password, passkey and security 

questions.  

• BBO number of attorney entering Requests for Payment in Ebill must match BBO of 

attorney in Notice of Assignment of Counsel (NAC) record. 

• Ebill program contains numerous automated controls. 

• Daily attorney billing reports are produced that include a list of the highest 5% of bills 

received by dollar amount and a detailed report of all bills received in order of highest to 

lowest dollar amount. 

• When incremental case billing totals reach or exceed expected amounts, system 

automatically sends these bills for review by attorney staff.  

• Unusual attorney billing patterns are reported to the Audit & Oversight Department for 

review.  

G.   Ensure against court cost vendor fraud: 

• Hiring attorney must certify bill if the services are rendered by an expert, private    

investigator, social worker, interpreter, or transcriptionist. 

• An allowed motion is required for most services; payment is limited to the amount of the 

motion. 

• A rate and qualification guideline for specific expert categories is published on CPCS’s 

website; an expert's hourly rates are reviewed in accordance with the guideline. 

• A copy of a new expert's curriculum vitae is required, and qualifications are reviewed by 

the CPCS Director of Forensic Services or her designee.   Rates for vendors in 

unpublished categories of services are determined by the Audit and Oversight Director or 

his designee. 

• Each bill is reviewed for accuracy, indigency requirements and compliance with CPCS 

policies. 

• Unusual billing habits are reported to the Audit & Oversight Department. 
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• There is an automated vendor billing system (Vbill) with invoice rules.  

• Court cost bills exceeding $5,000 are reviewed by Audit & Oversight prior to payment. 

H.  Ensure against internal fraud by employees: 

• Duties are properly segregated (for example Payment Analyst does not enter NACs). 

• Access level in MMARS is limited to specific duties. 

• New vendors and vendor updates are reviewed by a Senior Vendor Specialist or 

Supervisor and by State Comptroller's office prior to approval. 

• Non-attorney and non-court cost invoices greater than $1,000 are reviewed by at least 

two individuals.  

• MMARS Interfaces are reviewed by Director of Accounts Payable or the Finance 

Director.  

• Individualized passwords, including those for desktops, email, MMARS, and CPCS’s 

internal payment systems, are not shared.   

• Accounts are reconciled monthly.   
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Section 5      Payroll Cycle     

5. I.   Introduction 

This policy establishes payroll procedures that shall be followed by all CPCS staff in accordance with 

M.G.L. c. 7A and c. 29; comptroller regulations, policies and procedures. The goals of this policy are:  

 

 To define uniform payroll procedures to provide efficient service to all employees.  

 To minimize the burden on administrative resources. 

 To ensure heightened scrutiny of larger payroll expenditures. 

 To ensure that employees are paid for all hours worked, 

 To ensure that employees receive all earned benefits, such as, vacation, personal and 

sick time, 

 To prevent against overpayment of employees,   

 To ensure accurate reporting of time as worked or used,  

 To be in compliance with the Fair Labor Standards Act; this establishes minimum wage, 

overtime pay, record keeping, and child labor standards.  

 

CPCS is a judicial branch agency exempt from G.L. c.7, §22, c.30, §51, and c.30, §52.  CPCS uses c.30 

and HRD policies as a guide for consistency and efficiency.  

5. II. Human Resources Director 

The Human Resources Director oversees payroll and is responsible for all personnel /payroll decisions and 

records.   

 

Wages, salaries and employee benefits are determined by the Committee and the Appointing Authority 

based on MCL Chapter 30. The Chief Counsel is the appointing authority, and has delegated this 

authority to the HR Director.  

5. III.  Segregation of Duties 

The HR Operations Unit in the Human Resources Department manages the payroll system, which is 

separate from the Staffing Unit. During FY’17, the department is understaffed and this segregation is 

challenging.  The Interim Assistant Director has met with the HR staff regarding each individual’s 

authority and followed up with a confirming memorandum.  

 

5. IV.  Signature Authorization 

 

All personnel commitments and expenditures identified in this policy are properly authorized in accordance 

with the CPCS Department Head Signature Authorization form on file with the Comptroller’s Office.  
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a. The Chief Counsel, General Counsel and Human Resources Director have signatory authority for 

all human resources and payroll decisions/documents. 

b. The Chief Financial Officer will recommend to the Chief Counsel the level of signatory authority 

for Human Resources staff, based on the HR Director’s recommendation.  

c. Security to access the system for HR staff is recommended by the HR director and approved by 

the CFO.   

d. Department supervisors are authorized to approve time and attendance of their direct 

reports.  

e. Employees may not authorize or approve their own time and attendance. 

f. Employees may not authorize or approve their supervisor’s time and attendance. 

 

 

5. V.  Payroll Policy 

CPCS is on a biweekly payroll cycle which is part of the Commonwealth’s HRCMS System and issues 

direct deposits and checks every other Friday. The pay period is Sunday thru Saturday. 100% of 

employees are on direct deposit. Electronic pay advices are available through Self-Service.  

A. Time and Attendance 

 CPCS is on Time and Attendance Self-Service and all payroll expenditures are supported by 

appropriate evidence that employees actually worked or had authorized paid leave. The 

HRCMS System is the official time and attendance and payroll record of the Commonwealth. 

 

 A record of time and attendance is required by law. All hours worked, used, overtime hours, 

compensatory time, etc. is reviewed and approved by the employee’s supervisor/manager 

online. There are several options to satisfy this requirement: time sheets, email, calendars, etc. 

The supervisor must have either personal knowledge of an employee’s attendance or have 

established a series of reliances to have reasonable assurance of the employee’s attendance. To 

meet these requirements, 1) all employees must confirm time worked and input time used and 2) 

a supervisor must have knowledge of the time worked and confirm with their online approval to 

ensure the accuracy of this data. Managers’ online approval must be done by Friday before 

payroll runs.  

B. Other Payroll Controls  

 HRCMS is integrated with the Commonwealth’s Accounting System to ensure proper account 

posting. Reports are systematically used to validate payroll expenditures. 

 All new hires and changes in employment/salary/wage rates are authorized by the 

division/department heads, approved by finance and HR and documented in HRCMS. Availability 

of funds is checked when the transaction is processed. 

 Voluntary payroll deductions are authorized by employees, approved by HR and documented in 

HRCMS by the Payroll Unit. Involuntary payroll deductions are authorized by legal entities and 

documented in HRCMS by the Payroll Unit. 
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 Retroactive changes to the payroll record are authorized by the division/department heads, 

approved by the HR director and input by the central Payroll Unit in HRCMS. 

 There is an account for manual emergency payroll checks (DYNACASH). Contact the CFO.  No 

employee should go without pay.  

 Payroll expenditures are reconciled by the HR Operations Unit, and reviewed and approved by the 

CFO.  This process occurs prior to each payday.  

 When an employee leaves CPCS service, HR notifies the CFO/Security Officer and Finance 

Director.  

 

5. VI. Mitigation of Potential Risks for payroll processing 

 A. Ensure against payroll errors: 

 Payroll Unit reconciles payroll biweekly and signed off by the Assistant Director and 

CFO.  Reconciliations are stored in payroll.  The unit is working on a more automated 

process for reconciliation.  

 B. Ensure against internal fraud by employees: 

 Review current employee security to be in compliance with HRCMS security roles.  

C. Ensure that HR is following best practice for payroll: 

 Update current practice to comply with Comptroller best practice.  

 D. Ensure that employees have confidential space to discuss benefits/FMLA issues: 

 Management is establishing new confidential space for HR.  

 E. Ensure smooth HR operations:  

 Create a calendar of annual and monthly events. 

F. Ensure full use of HRCMS: 

 Work with the Comptroller’s Office to take advantage of all automated processes in 

HRCMS.  

 Attend Comptroller trainings to increase knowledge of the system capacity, including 

the HRCMS Warehouse.  
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Section 6   Security    

6. I.   Introduction 

This policy establishes standards for security access to Commonwealth Systems that shall be followed by all 

CPCS staff in accordance with Office of the Comptroller, Human Resources Division and the Massachusetts 

Office of Information Technology policies and directives. The goals of this policy are:  

 

• To define uniform procedures to manage employee security access for Commonwealth 

systems,  

• To ensure that employees receive approved access in a timely manner, and  

• To ensure the resources of CPCS are managed properly. 

Security is the foundation of Internal Controls and good fiscal management. Approval of transactions in the 

state financial systems, human resource systems and other commonwealth systems that are authorized by 

CPCS, serve as an affidavit from the Department Head to the State Comptroller’s Office, State Human 

Resources Division and State Information Technology Division that transactions  and their supporting 

documents are accurate and complete, the expenditure or other obligation is supported by sufficient 

legislatively authorized funds, is made in accordance with the Department's legislative mandates and 

funding authority, and complies with all applicable laws, regulations, policies and procedures.  

6. II.  Chief Financial Officer/Security Officer 

The Chief Financial Officer has been appointed the Security Officer, and performs a key role within the 

department. The Security Officer has a concrete understanding of systems, security, and internal controls, as 

well as segregation of duties. This provides reasonable assurance that enterprise systems security is managed 

well within the department. There is also an Assistant Security Officer who is authorized to handle the 

Security Officer’s functions in his/her extended (a week or more) absence.  

6. III.  Segregation of Duties 

Two CPCS managers review security requests in the agency, the employee’s division/department head and 

the Security Officer. 

The CPCS Security Officer and Chief Information Officer coordinate access to the Commonwealth systems. 

The Security Officer defines and authorizes the business access permissions, and the Chief Information 

Officer provides the technical access based on the Security Officer’s authorization. 
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SECURITY OFFICER PRIMARY RESPONSIBILITIES: 

 

a)   Authorizes individual employee access to the Commonwealth systems based on the approval of the 

employee’s division/department head and knowledge of the systems. 

b)   Responsible for briefing the Senior Management Team regarding the implications of granting    

Commonwealth system security roles to the fiscal integrity of the organization. 

c)   Manages security roles. 

d)   Creates a notification system to ensure that the Security Officer and the Chief Information Officer 

receives any employee changes or terminations from HR, as these actions may affect security access 

and roles. 

e)   Maintains accurate records of the security roles assigned to each individual and ensures that a listing 

of all Administrator Roles with Department Head Signature Authorization is filed with the 

Department’s Internal Controls. 

f)    Prepares or supervises the preparation and approval of all Security Request Forms. 

g)    Attends all Security meetings and training sessions, and briefs staff on security updates. 

h)   Ensures that all written and electronic communications from the CTR, ANF and other   applicable 

oversight departments are disseminated to the appropriate Department personnel, including the CIO 

and HR Director, in a timely manner. 

 

CHIEF INFORMATION OFFICER PRIMARY RESPONSIBILITIES: 

 

a)   Responsible for providing access to systems as authorized by the Security Officer, including 

identifying a back-up technician to provide access in the absence of the lead technician. 

b)   Terminates employee access to all systems when notified by HR that employee has terminated or 

changed jobs within CPCS. In the latter case, the new division/department head must request new 

security. 

c)   Maintains an audit trail of who provided access to systems and/or changed access to systems based 

on authorizations of the Security Officer. 

6. IV.   Signature Authorization  

 

The Commonwealth Systems primarily used by CPCS are; 

CIW: The Commonwealth Information Warehouse provides access to financial, labor cost 

management, time and attendance, human resources and payroll data.  

HR/CMS: The Human Resource/Compensation Management System supports time and attendance, 

human resources and payroll.  

InTempo: The on-line security system through which your Department Security Officer and 

Security Administrators request access to these enterprise systems through Mass IT. 

MMARS/LCM: The Massachusetts Management Accounting and Reporting System, including the 

Labor Cost Management sub-system, support the financial functions performed by Commonwealth 

Departments.  

Registry of Motor Vehicles (RMV): The Uninsured Motorist System (UMS) at the registry is used 

to access location information for clients and witnesses. CPCS Investigators are the only employees 

that have access to the RMV records, and are pre-approved by their division heads due to the nature 

of their jobs. There is an RMV form that is completed by the investigator and submitted to the RMV 

for approval.  The employee then signs an affidavit regarding confidentiality of information 



COMMITTEE FOR PUBLIC COUNSEL  
INTERNAL CONTROL PLAN 

 

 

Last Updated November 21, 2016 Page 31 

retrieved, and is granted access by RMV.  A Commonwealth UAID is required to access the UMS 

system. There are less than 30 investigators who have access to the system. 

Criminal Offender Record Information (CORI): CORI is used to obtain criminal offender record 

information on clients and witnesses, and prior to employing investigators and social service 

advocates. The CPCS General Counsel and the Deputy Chief Counsel, Public Defender Division are 

the signatories to the inter- agency agreement with the Department of Criminal Justice Information 

Services. There are a limited number (less than 10) of CORI certified employees in the agency who 

are located at 44 Bromfield Street; two are dedicated to retrieving client and witness information for 

attorneys who request the information electronically. The CORI Administrator authorizes these 

employees and administers the CORI certification and recertification test. After passing the 

computer based test, the CORI system grants the employee access.  Each CORI certified employee 

must submit to a CORI review. A Commonwealth UAID is not required to access the CORI system. 

All Commonwealth systems contain confidential data that is protected by both federal and state privacy 

laws. In no case should an employee have privileges beyond those necessary to complete their job duties. 

These systems are the “official record” of the Commonwealth. Electronic signatures will be used to “certify” 

transactions as official records. The Department Head (agency head) is automatically an Authorized 

Signatory by virtue of the title. All other Authorized Signatories must obtain MMARS access to be 

identified and tracked through security.  Employee Access and Authorization is properly documented on the 

Department Head Annual Approval of Statewide Enterprise Systems Security submitted by the Security 

Officer to the Comptroller’s Office. 

 

A. The Chief Counsel, General Counsel and Chief Financial Officer have signatory authority for all 

documents. 

B. The Security Officer will authorize access to all commonwealth systems based on the 

Department/Division head’s signature and report security data to the Comptroller’s Office 

annually. The names of all employees who have security access to the systems are on file with 

the Security Officer. 

6. V.  Policy 

Department/division heads request employee access to systems by submitting a request form to the Security 

Officer or designee.  Security forms are available from the Assistant Security Officer.  The forms must be 

signed by the Department/Division head or designee. Security requests will not be handled verbally or by 

email.  
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Section 7   Audit and Oversight   

7. I.   Introduction 

This policy establishes audit and oversight procedures for attorney invoices and vendor compensation in 

accordance with M.G.L. c. 211D s.12. The goals of this policy are:  

• To define uniform procedures to identify, review and follow up, if necessary, with attorneys 

and vendors who are billing beyond the limits of the law, in an unusual pattern, and general 

random post audits, and 

• To minimize inherent risks associated with the compensation requirements of M.G.L. c. 

211D. 

MGL c.211D, s.12 directs the committee to establish an audit and oversight department to monitor billing 

and private attorney and vendor compensation. The department has a director, two auditors, three staff 

attorneys, and an administrative assistant. With more than 500,000 payments annually, the agency provides 

reasonable assurance that payments are accurate in accordance with the law and Chapter 7 of the Assigned 

Counsel Manual. There are two types of auditing: 

 automated system controls and billing rules contained in the programming, and 

 full audits, random audits, travel audits, bale only case audits and management reviews performed 

by the department.  

7. II.  General Counsel  

The General Counsel oversees the Director of the Audit and Oversight Department. The Director is 

responsible for managing all audits, and determining the number and procedure for each type of audit. The 

Director submits an annual report to the General Counsel for the prior fiscal year, and the Accounts Payable 

Director and the Director of Audit and Oversight meet quarterly to provide coordination and prevention 

planning opportunities.   

7. III.  Segregation of Duties 

  

The General Counsel oversees the Audit and Oversight Department and the Chief Financial Officer oversees 

the Accounts Payable Unit.  

7. IV.   Signature Authorization  

 

Signature authorization for the Audit and Oversight Department resides with the Chief Counsel, unless 

delegated in writing.   
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7. V.  Policy 

Audit and Oversight performs the following audits and reviews: 

 

A. E-Bill Random Audits—management of the attorney’s bill, compliance with policy, record 

keeping, case load, etc.   These reviews establish the Department’s oversight presence; serve a 

critical IRS random audit function and identify possible candidates for further review or audit.  They 

also allow us to correct recordkeeping and billing issues in an efficient manner.  

 

B. Attorney Eight (8) Hour Daily Billing Limits and Waivers—management of the daily billing 

limit and requests from attorneys to exceed the Committee’s presumptive 8 hour daily cap on 

billable hours.   

 

C. Vendor Twelve (12) Hour Daily Billing Limits and Waiver—management of the daily billing 

limit and requests from vendors to exceed the presumptive 12 hour cap on daily billable hours 

effective FY 2017.   

 

D. Court Cost Vendor Extraordinary Bill Reviews—reviews all extraordinary (currently greater than 

$5,000) court cost vendor bills prior to payment.   

        

E. Audit and Internal Control of Late Attorney Bill Submissions—Attorneys have a right to appeal 

the denial of payment where a bill is rejected as untimely under c. 211D s. 12(a).  The Director of 

A&O has been delegated this determination by the Chief Counsel.   

 

F. Audit and Internal Control of Late Court Cost Vendor Bill Submissions—Vendors have a right to 

appeal the denial of payment where a bill is rejected as untimely under c. 211D s. 12(b).   The 

Director of A&O has been delegated this determination by the Chief Counsel.   

 

G. Travel Audits—performs travel audits to attorneys who billed the highest number or percentage 

of hours/dollars billed for travel.   These are performed as resources allow and generally every other 

year. 

 

H. Bail Only Case Audits—manages the system to ensure that CPCS is not paying for client 

representation where the attorney is assigned for purposes of bail only rather than the case in chief.   

 

I. Court Cost Vendor Hourly Billing Rate Setting—manages and is charged with reviewing and 

recommending rates for Court Cost Vendors who are paid from the Indigent Court Cost Act (c. 261 

s. 27A-27G) where the Committee has not established a published rate.   

 

J. Private Counsel Professional Liability Insurance Verification & Audits—manages and enforces 

the Committee’s professional liability insurance policy  

 

K. Audit Of Assigned Counsel Paralegal Expenses—reviews paralegal billing data and requests 

proof of qualifications of the highest paid paralegals annually to ensure compliance with credential 

requirements in the Manual.  

 

L. ACM s. I Audits—Multi-Year full audits are utilized by the Department where appropriate in 

keeping with proper resource allocation in cases where there appears to be over-billing on assigned 

cases by counsel.   
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M. Private Investigator Vendor Annual Payment Registration, State Police License Check & 

Database Management—charged with management, oversight, and enforcement of the Committee’s 

Private Investigator Vendor policy including the annual check of investigator licenses. 

 

N. Data Analysis For and Reports to CPCS Senior Management—provides financial, billing, 

caseload and other information to management on a monthly and as-needed basis.   

 

O. Billing System Suspensions—manages the suspension system for attorneys and vendors in the 

billing system and maintains detailed records of action taken. 

  

P. Attorney Fiscal Year Case Load Audits—manages & enforces the Committee’s policy limiting 

each counsel’s annual fiscal year case load.  

 

Q.1350 Hour New Assignment Limit—manages the 1,350 hour restriction as provided by c. 211D 

 

R. New Attorney 1,500 Hour Limit—manages and enforces the 1,500 hour cap on billable hours 

applied to recently barred attorneys.   

 

S. Court Cost Vendor 1,650 Hour Limit—manages and enforces the 1,650 hour cap on billable 

hours and requests for waivers of the cap.     

 

T. General Accounting—All payments received by A&O follow the cash receipts procedures in 

Section 2 of this document.    

 

U. AP Vbill Random Audits of Court Cost Vendors (Support As-Needed)—Audit and Oversight 

handles any audits of vendors who either refuse to cooperate with the Accounts Payable Unit, or do 

comply, however, their response results in a referral. 
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Section 8   Fixed Assets 

8. I.   Introduction 

This policy establishes standards for the management of fixed assets and other assets. The goals of this 

policy are:  

• To define uniform procedures to manage all physical assets, and 

• To ensure prevention of loss of CPCS property. 

CPCS manages its assets in accordance with Comptroller’s Office Fixed Assets-Acquisition Policy and the 

mid-year and annual capital asset inventory review.  

8. II.  Chief Financial Officer/Fixed Asset Manager  

The Chief Financial Officer (CFO) is responsible for determining assets as GAAP Fixed Assets, non-GAAP 

Fixed Assets or assets.  All CPCS assets are resources of the commonwealth. They need safeguarding and 

must be tracked. 

8. III.  Segregation of Duties 

  

An external team performs the annual inventory reconciliation. 

8. IV.   Signature Authorization  

 

The CFO signs off on annual inventory reconciliation.   

8. V.  Policy 

CPCS does not own assets that meet the criteria of GAAP Fixed Assets, therefore, does not have any assets 

recorded in the Fixed Assets Subsystem in MMARS. CPCS does comply with the mid-year and annual 

capital asset inventory review documenting the lack of GAAP Fixed Assets.   

CPCS does have a complete inventory of assets (equipment, furniture, etc.) for all 23 locations in the 

commonwealth. All assets have been tagged and listed in an electronic inventory system, and will be 

reconciled annually.  

 

The CFO issues asset inventory guidelines for the agency. These include: 

 

 Identification of an employee at each location who is in charge of inventory, 

 Instructions on how to update the inventory system when equipment/furniture is disposed of or 

moved to another room or location, and 

 Procedures on how and when to dispose of equipment/furniture. 
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Section 9   Paper Records Management  

9. I.   Introduction 

This policy establishes standards for the management, retention and destruction of CPCS paper records. The 

goals of this policy are: 

  

•         To define uniform procedures to manage all paper records, and 

•         Ensure compliance with the SJC Rules of Professional Conduct 

•         To ensure the historical legal related records of CPCS are properly archived. 

CPCS manages its records under the mandates of the Massachusetts Supreme Judicial Court’s Rule 3:07, 

“Rules of Professional Conduct,” guidance from the Massachusetts Statewide Records Retention Schedule 

statute and Comptroller regulation 815 CMR 10.00: Records Management of Bills, Vouchers and Contracts.  

The Massachusetts Statewide Retention Schedule is produced under the statutory provisions of 

Massachusetts General Laws c.4, § 7(26) and c. 30 § 42. CPCS is not subject to the Public Records Law. 

See Kettenbach v. Board of Bar Overseers ,448 Mass 1019 ( 2007). In this case the SJC determined that 

judicial branch agencies are not subject to the Public Records Law. The Public Records Division of the 

Secretary of State’s office has held in numerous decisions that CPCS is a judicial agency. 

9. II.  Chief Financial Officer/Records Administrator 

The Chief Financial Officer (CFO) has been appointed the Records Administrator and oversees all paper 

records for CPCS. The Records Administrator is responsible for establishing standard schedules governing 

the retention and disposition of all paper records: 

·         Finalizes the records retention schedule for all financial records, including finance, human 

resources, and other administrative records. 

·         Collaborates with the General Counsel to create and finalize the records retention schedule for the 

legal records.  

9. III.  Segregation of Duties 
  

The Records Administrator reports annually to the Senior Management Team on the status of records 

management. 

9. IV.   Signature Authorization 

  

The Records Administrator authorizes record destruction on an annual basis. Records cannot be destroyed 

without permission, even if the records have past their destruction date.  
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9. V.  Policy 

The Records Administrator issues records management guidelines for the agency. These include: 

·        Annual review and disposition of records—those that have retention schedules and those that are 

retained for administrative use only, 

·        Personally Identifiable Information (PII)—all records are shredded, 

·        Definition of record vs. non-record, and 

·        Storage of records—on site vs. off-site vs. imaging. 

  

Each division/department will appoint a records custodian to manage the records within their department. 

 

Records in paper form may be digitally scanned or similar, and substituted for the original document, unless 

this is prohibited by law, regulation or CPCS policy. The applicable retention period for a record does not 

change when a properly substituted image of the record is created. A record’s standard retention period 

begins according to the original record’s creation, not the date on which the substitute image was created. 

  

Records of Historic Value, under state law, are all records created prior to 1870. The Commonwealth 

Archives may deem certain records created after 1870 to be of historic value. Records of Historic Value may 

not be destroyed and should be sent to the Commonwealth Archives. 
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Appendix 1  

Commonwealth of Massachusetts 

Office of the State Comptroller: 

Internal Control Legislation 

Chapter 647 of the Acts of 1989 

Chapter 647 T H E C O M M O N W E A L T H O F M A S S A C H U S E T T S In the 

Year One Thousand Nine Hundred and Eighty-nine 

AN ACT RELATIVE TO IMPROVING THE INTERNAL CONTROLS WITHIN STATE 

AGENCIES. 

Be it enacted by the Senate and House of Representatives in General Court assembled, and by the 

authority of the same, as follows: 

Notwithstanding any general or special law to the contrary, the following internal control standards 

shall define the minimum level of quality acceptable for internal control systems in operation 

throughout the various state agencies and departments and shall constitute the criteria against which 

such internal control systems will be evaluated. Internal control systems for the various state agencies 

and departments of the commonwealth shall be developed in accordance with internal control 

guidelines established by the office of the comptroller. 

(A) Internal control systems of the agency are to be clearly documented and readily available for 

examination. Objectives for each of these standards are to be identified or developed for each agency 

activity and are to be logical; applicable and complete. Documentation of the agency's internal control 

systems should include (1) internal control procedures, (2) internal control accountability systems and 

(3), identification of the operating cycles. Documentation of the agency's internal control systems should 

appear in management directives, administrative policy, and accounting policies, procedures and 

manuals. 

(B) All transactions and other significant events are to be promptly recorded, clearly documented and 

properly classified. Documentation of a transaction or event should include the entire 

process or life cycle of the transaction or event, including (1) the initiation or authorization of the 

transaction or event, (2) all aspects of the transaction while in process and (3), the final classification in 

summary records. 
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Appendix 1  

(C) Transactions and other significant events are to be authorized and executed only by persons acting 

within the scope of their authority. Authorizations should be clearly communicated to managers and 

employees and should include the specific conditions and terms under which authorizations are to be 

made. 

(D) Key duties and responsibilities including (1) authorizing, approving, and recording transactions, (2) 

issuing and receiving assets, (3) making payments and (4), reviewing or auditing transactions, should be 

assigned systematically to a number of individuals to insure that effective checks and balances exist. 

(E) Qualified and continuous supervision is to be provided to ensure that internal control objectives are 

achieved. The duties of the supervisor in carrying out this responsibility shall include (1) clearly 

communicating the duties, responsibilities and accountabilities assigned to each staff member, (2) 

systematically reviewing each member's work to the extent necessary and (3), approving work at critical 

points to ensure that work flows as intended. 

(F) Access to resources and records is to be limited to authorized individuals as determined by the 

agency head. Restrictions on access to resources will depend upon the vulnerability of the resource and 

the perceived risk of loss, both of which shall be periodically assessed. The agency head shall be 

responsible for maintaining accountability for the custody and use of resources and shall assign qualified 

individuals for that purpose. Periodic comparison shall be made between the resources and the recorded 

accountability of the resources to reduce the risk of unauthorized use or loss and protect against waste 

and wrongful acts. The vulnerability and value of the agency resources shall determine the frequency of 

this comparison. 

Within each agency there shall be an official, equivalent in title or rank to an assistant or deputy to the 

department head, whose responsibility, in addition to his regularly assigned duties, shall be to ensure that 

the agency has written documentation of its internal accounting and administrative control system on file. 

Said official shall, annually, or more often as conditions warrant, evaluate the effectiveness of the agency's 

internal control system and establish and implement changes necessary to ensure the continued integrity of 

the system. Said official shall in the performance of his duties ensure that: (1) the documentation of all 

internal control systems is readily available for examination by the comptroller, the secretary of 

administration and finance and the state auditor, (2) the results of audits and recommendations to improve 

departmental internal controls are promptly evaluated by the agency management, (3) timely and 

appropriate corrective actions are effected by the agency management in response to an audit and (4), all 

actions determined by the agency management as necessary to correct or otherwise resolve matters will be 

addressed by the agency in their budgetary request to the general court. 
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All unaccounted for variances, losses, shortages or thefts of funds or property shall be immediately 

reported to the state auditor's office, who shall review the matter to determine the amount involved 

which shall be reported to appropriate management and law enforcement officials. Said auditor shall 

also determine the internal control weakness that contributed to or caused the condition. Said auditor 

shall then make recommendations to the agency official overseeing the internal control system and 

other appropriate management officials. The recommendations of said auditor shall address the 

correction of the conditions found and the necessary internal control policies and procedures that must 

be modified. The agency oversight official and the appropriate management officials shall immediately 

implement policies and procedures necessary to prevent a recurrence of the problems identified. 

House of Representatives, December 21, 1989. 

Passed to be enacted, George Keverian, Speaker. 

In Senate, December 22, 1989. 

Passed to be enacted, William M. Bulger, President. 

January 3, 1990. 

Approved, 

Michael Dukakis 

Governor. 

Copyright 1998 Office of the Massachusetts State Comptroller; all rights reserved 
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Commonwealth of Massachusetts 

Office of the State Comptroller: 

Internal Control Legislation 

Chapter 647 of the Acts of 1989 - Report on Unaccounted for Variances, Losses, Shortages, or Thefts 

of Funds or Property 

TO: Agency Heads 

FROM: Robert A. Powilatis, Deputy for Auditor and Investigative Services 

DATE: January 18, 1996 

RE: Law Relative to Improving the Internal Controls Within State Agencies 

Chapter 647 of the Acts of 1989 was passed on January 3, 1990 and became effective on April 3, 1990. 

The law establishes the minimum level of quality acceptable for internal control systems for state 

agencies of the Commonwealth. Internal control systems for state agencies should be developed in 

accordance with internal control guidelines established by the Office of the State Comptroller. We will 

review compliance with the law during our audit engagements. 

This law also requires that all unaccounted for variances, losses, shortages or thefts of funds or property 

be immediately reported to the Office of the State Auditor (OSA). The OSA is required to determine the 

amount involved and the internal control weaknesses that contributed to or caused the condition, make 

recommendations for corrective action, and make referrals to appropriate law enforcement officials. In 

order to comply with this law, we are requesting that all unaccounted for variances, losses, shortages or 

theft of funds or property be reported immediately to the OSA on the attached form. 

Should you have any questions or desire additional information, please contact Howard Olsher, 

Director of State Audits at (617) 727-6200 (x25). 
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Appendix 2 

Mission Statement and Values 

2016 

 

 

Mission Statement:  We fight for equal justice and human dignity by supporting our clients in achieving 

their legal and life goals.  We zealously advocate for the rights of individuals and promote just public policy 

to protect the rights of all. 

 

Values:  

Respect.  We value the dignity of all our clients, staff, private attorneys and service providers.  We 

are supportive of each other. 

 

Excellence.  We strive to meet the highest standard of professionalism through hard work, thorough 

preparation, passion and persistence. 

 

Client-Centered Advocacy.  We champion the rights and zealously advocate to achieve the stated 

objectives of our clients throughout the justice process in a way that helps them achieve their goals. 

 

Inclusiveness.  We embrace diversity and collaboration throughout and within our agency and client 

communities. 

 

Justice.  We strive to work as one team towards the common goal of an equitable and just society. 
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Appendix 3 

Strategic Planning Initiatives for 2016/17 

 

1. Improve Agency Diversity and Cultural Competence. 

2. Strategically Allocate Resources to Appropriately Support both Private Assigned Counsel and 

Staff Clients. 

3. Strategically Allocate Appellate and Special Litigation Resources. 

4. Strategically Allocate Training Resources. 

5. Implement Findings and Recommendations from the Job Classification Study. 
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Appendix 4A 

Finance Department Organization 

Chart 
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